Sujet : Mise en place d’un réseau invités avec pfSense, Hyper-V et portail captif

Matériel : PC Windows (Hyper-V), 2 interfaces réseau physiques (Intel 219-LM et
Realtek PCle), borne Netgear.

1) Architecture du projet

Internet / Box
(172.30,15.254)

HyperV vSwitch : WAN
Carte Intel 1219-LM
Type : Externe

h

WAN :172.30.15.250/24
LAN : 10.20.15.1/24

pfSense VM ‘

h

Carte Realtek PCle GbE

Hyper-V vSwitch : Pontl (LAN)
Type : Externe

IP:10.20.15.2/24
GW:10.20.15.1

'

Clients invités WiFi
DHCP pfSense : 10.20.15.100-200
DNS :10.20.15.1

[Borne WiFi Netgear WAX210

Hyper-V (commutateurs virtuels)
e WAN : Externe, attaché a Intel 1219-LM.

¢ Pont1 (LAN) : Externe, attaché a Realtek
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E3 Gestionnaire de commutateur virtuel pour S4-15-W

R G virtuels

L. Propriétés du commutateur virtuel

= Nouveau commutateur réseau virtuel

< Pontl ST
R WAN
ta Defauit Switch
Notes :

& Paramétres du réseau global

U Plage d'adresses MAC
15. Type de connexion

D-16-A0

A quoi voulez-vous connecter ce commutateur virtuel ?
© Réseau externe :

Intel(R) Ethernet Connection (17) 12194M
a Autoriser le systéme: d'exploitation de gestion & partager cette carte
réseau
() Réseau interne
() Réseau privé

1D du réseau local virtuel

[ Activer lidentification LAN virtuelle pour le systzme d'exploitation de gestion

2
Supprimer
=
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E8 Gestionnaire de commutateur virtuel pour 54-15-W -
[2 < s virtuels 2., Propriétés du c virtuel
% Nouveau commutateur réseau virtuel
%, Pontl LT3
Realtek PCle GbE Family Controller Pont|
=t Default Switch
Motes :
A Paramétres du réseau global
1 Plage dadresses MAC
Type de connexion
A quoi voulez-vous connecter ce commutateur virtuel ?
O Réseau extemne :
Realtek PCle GbE Family Controller v

8 Autariser le systéme d'exploitation de gestion & partager cette carte
réseau

() Réseau interne
() Réseau privé

1D du réseau local virtuel

(] Activer lidentification LAN virtuelle pour le systéme dexploitation de gestion

Supprimer

2) Installation & assignation pfSense
Installateur Netgate
e« WAN (hn0)
o Mode : STATIC
o 1P:172.30.15.250/24

o Default gateway : 172.30.15.254

o VLANSs : disabled

« LAN (hn1)



o Mode: STATIC

o 1P:10.20.15.1/24

o DHCPD: false

I-?-PfswseSS sur §

6 Fichier Action Média  Presse-popicrs  Affichage  Aide
BEOwO@O |/ f o g
Netgate Installer - v1.8-RC

onnexion 3 un ordinateur virtuel

LAN (hnl) Network Mode Setup

Adjust the network operation mode for the LAN
(hnl) interface if necessary.

Proceed with the installation
M Interface Mode STATIC

V VLAN Settings VLAN Tagging disabled

I IP Address 18.20.15.1/24

D DHCPD Enabled false

[ OK 1 [Cancel]l

ntinue with the displayed settings
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B pfsense55 sur 54-15-\

Connexion 3 un ordinateur virtuel
Fichier Action Média Presse-papiers  Affichage  Aide
BEO®WO@O | D P
Netgate Installer - v1.8-RC

WAN (hn@) Network Mode Setup

Adjust the network operation mode for the WAN (hm@)
interface if necessary.

>>> Continue Proceed with the installation
M Interface Mode STATIC
YV VLAN Settings VLAN Tagging disabled
I IP Address 172.38,15,2568/24
G Default Gateway 172.36.15.254
DNS Serwver
Use local resolver false

[ OK 1 [Cancel]

DNS Server

Etat : Exécution |

=0

Console pfSense
e 1 Assigninterfaces > WAN=hn0, LAN=hn1

e 2SetinterfacelP



o WAN:172.30.15.250/24, GW 172.30.15.254, pas d’IPv6, pas de DHCP,
HTTPS conservé

o LAN:10.20.15.1/24, pas de GW, pas d’IPv6, DHCP désactivé au début
Acces: https://10.20.15.1 (admin / pfsense = mot de passe ensuite changgé).
1. Connexion a Uinterface

En ouvrant un navigateur et en entrant Uadresse IP LAN de pfSense (10.20.15.1), j’ai
accédé a l’écran de connexion.

¢ lIdentifiant par défaut : admin

e Mot de passe par défaut : pfsense

PHILIPS

SIGN IN

2. Lancement du Wizard



ke for this account Is insecure. Password is currently set to the default value (pfsense)
BSWOrd 25 $00N 35 possible.

bal Support is available 24/7

Our 24/7 warldwide team of support engineers are the most qualified to diagnose yourssue and resolve it quicky,from branch office o'
on premises to cloud.

We offer several support subscription plans tailored to fit different sizes and Many
Netgate support because:

« Support is available 24 hours  day, seven days a week, including holidays.
= Support engineers are located around the world, ensuring that no support call is missed.
= Our support engineers hold many ligious network engineer

and have years of hand:
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3. Informations générales

Dans la premiere étape, j’ai renseigné :
¢ Hostname : pfSense
e Domain: lan.local
e DNS primaire : 1.1.1.1 (Cloudflare)

e DNS secondaire : 8.8.8.8 (Google)



PHILIPS

Tor this account is insecure. Password is currey
. Pa nitly set to the def;
Password as soon as possible. : P

General Information

On this screen the general pfSense parameters will be set
pfSense

Name of the firewail host, without domain part

Examples: pfsense, firewall, edgefw

lan.local

Domain name for the firewal,

Examples; Home.arpa, example,com

Do not end the domaln name with localas the final parl (Top Level Domain, TLD). The ocal TLD is widsly used by mONS|
-

Rendezvous, Airprint. Airpjay) and some Windows d networked devices These will not netwark correctiy if
Altemanves such as 'home arpa’, local.lan, or mylorux are safe.

‘The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and
inually configured DNS servers below for cliant queries, visit Services > DNS Resolver and enable DNS|

F10 ™
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4. Configuration du serveur de temps (NTP)
L’étape suivante permet de définir le serveur de temps.
e Serveur de temps : pool.ntp.org

e Fuseau horaire : Europe/Paris



PHILIPS

e password for this account s insecure. Password Is currently set to the default value (pfsense)
Chlnge the password as aoon a5 possible

Wizard / pfSense Setup / Time Server Information
ST T
Time Server Information
Please enter the time, date and time zone.

Time server hostname  pool ntp.org

Enter the hostname (FQDN) of the time server

Timezone Europe/Paris
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5. Configuration de Uinterface WAN

Jai configuré Uinterface WAN en IP statique avec les parametres suivants :
e AdresselP:172.30.15.250
e Masque: /24

o Passerelle (gateway): 172.30.15.254



;urla batre de favoris. Inipor
Wizard / pfSense Setup / Configure WAN Interface L

—h

Configure WAN Interface

On this screen the Wide Area Network information will be configured,
Configuration Type | Static ¥

A TR R TR

General configuration
MAC Address

This field can be used to modify (*spoof”) the MAC address of the WAN interface (i

may be required with some cable
inthe following format: xx:xxxxxxxxaxx of leave blank,

Setthe MTU of the WAN interface. If this field is feft blank, an MTU of 149;

2 bytes for PPPoE and 1500 bytes for
assumed A

it f;;alue Is entered in this field, then MSS clamping for TGP connections to the value entered above minius
this field is feft blank, an MSS 'of 1492 bytes for PPPoE and 1500 bytes for all other connection types will be
MTU value in most all cases.




Vo8 Tavons ici siir 1a barre de

PPPOE configuration

Reveal password characters

Hint: this field can ustally be left empty.

Enable Dial-On-Demand mode

This option tauses the interface fo operate in dial-on-demand mode, allowing a virtuaf full time conriection. Ti
connection of the link s delayed uniif qualifying outgoing traffic is detected

1 no qualitying outgoing packets are transmitted for the specifid number of seconds, the conmection is B
this feature.
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S¥elsur 1a barre de favoris.

PPTP configuration

PPTP Username
PPTP Password

Show PPTP password Reveal password characters

PPTP Local IP Address
Pptplocalsubnet

PPTP Remote IP Address

PPTP Dial on demand Enable Dial-On-Demand mode

This option causes the interface to operate in dial-on-deman:

'd mode, allowing a virtual full time connection: The |
connection of the link is defayed \intil qual

lifying outgoing traffic is detected

If no qualifying Qutgoing packets are transmitted for the spec

fied number of seconds, the conneation is broug
this feature.

Block private networks from entering via WAN
When set, this option blocks traffic. from 1P addredse
loopback addresses (1 27/8), This'aption should generally be left turned

i it

5 that are reserved for phivate networks as perRFC

on, unlessithe WAN netwo

i

4) Post-install pfSense
Général & Routage
e DNSsystéeme:1.1.1.1/8.8.8.8, override DHCP/PPP WAN décoché.
o Gateway par défaut: 172.30.15.254.
¢ NAT : Automatic Outbound NAT (par défaut).
DNS Resolver (Unbound)
e Enable, Interfaces = LAN+Localhost, Outgoing = WAN.

e DNSSEC, Forwarding.



Host Overrides : youtube.com, www.youtube.com > 0.0.0.0.
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LAN
WAN [Py6 Link-Local
LANADYE Linkit anal

Uhilize differentnetwork ite
Interfa: rsed

Strict Outgoing Network
interface Binding

{3 Do not send recursive quenes.f none of tha seléctad Oitgoing Nefwark Interfaces are avarlable.
By defauit the DNS Resolves sends Tecursive NG refe: £ rone of the salected Dilgoing:
option itiakes the DS Resoher efiise recursive queries

Transparent

The locezons type Liséd for the pfSerise 3} Selup. Transperent s the defaull.

Enable DNSSEC Suppott.

{71 Enable Pyiton Madule
Enabie the PythonModule:

~ ) Enable Forwarding Mode

.1tiis option i set. DNS guarss Will be forwardad to the upstream D!
interfaces wuch s [SHOR PR, o OpenVPN (If DN er Quermid

ccvets d6fnad under System > General
nigbléd hese),
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HUST simjucnt SSTLS
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name can be resolved. Note that thfs will cause the Rasolvet o) telokd findl fush s resolistion cache whenaver &
System > General Setup sholid also be set to the ure[!ev Vil

) Reg\sle’ DHCP static mappings in the DNS Resolve
then DHCR static meppings WilllbH tetiiaendd i Het IINS Rasolver, 5o that their name can be resolvad. The domain &
o 36t to the propet vahie

1 Registerconnected OpenVPN clieots in the DNS Redolver
|t konie
Rermote
stem » Generl Setup Should &

1P 16 Tetirn for host Description
009! Blocageyt

fie IRvA A 1Py atidress should sutomaticalyl
“myétipanyacakomain 116819200
vt for e domali WAl ot

- - - de“

4) Borne WiFi (Netgear)
o |IP statique:10.20.15.2/24
e Gateway:10.20.15.1
e DNS:10.20.15.1 (+ 8.8.8.8 en secours)
o DHCP désactivé sur la borne.

e Borne reliée physiquement au LAN (Pont1).
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@ aplogin.net
WAX210D9A3DA-CONFIG-ONLY

Wi-Fi captif

Country/Region
France <

AP Login New Password* W

Admin108! ®

Confirm New Password*

Admin108! ®

SSID* W

wifi leo encore

If your country or region is not displayed in the Passphrase*
pulldown menu, please upgrade the AP to the
latest firmware. If your country or region does
not display after upgrade, contact NETGEAR
support

Admin108{ =0

(* 8-63 chars)

Terms of Use

This device must be professionally installed. It
is the installer’s responsibility to follow local
country regulations including operations
within legal frequency channels, output power
and DFS requirements. Vendor or Reseller or
Distributor is not responsible for illegal
wireless operations. Please see Device's Terms
and Conditions for more details.

@By checking this box, | accept NETGEAR's
Terms and Conditions and acknowledge that |
have read the Privacy Notice

A Préremplir le contact 4




1Pvé Settings

1P Network Sefting

192,168,0.100

192168.0.100

0,000

Link-local Address

5) Captive Portal (zone “invites”)
« Enable, Interface : LAN uniquement.
o I|dle timeout: 30 min, Hard timeout : 60 min.

e Authentication Method : Use an Authentication backend



o Authentication Server : Local Database (comptes créés dans System >
User Manager).

ptive Portal Login Pag

Display custom fogo (] Enable to use a custom uploaded logo
image

Logo Image Choisir un fichier LTSI TS MRS A

Add & 1090 for use in the default portel login acreen: File will ba rertamed captivaportaklogo* The image will be resizad o fet within the |

caf be of any (mage type: png. jpg. svg This image will not be stored in the config. The defaut logo will be Used if io customimage
Display custom ) Enable 10 use & custom uploaded background image
background image

Beckgroundimage oo v tover ]

kground image for s in the default portal lagin screen File will be renamed capt +

chground.*
This image wilkaot be stored in the config. The defaull background image will be sed if no custom background is present.

“Terms and Conditions.

Copy and paste ferms and canditions for use inthe captive portal. HTML tags will be stripped out

Select an Authentication Method 1o use for this zone. One method must be selected,
«‘Authentication backend” vall force the login page to be displayed and will
~"None* method wil forcs the |

users using
login page to be displayed but will accept any visitor that clicks the ‘submit’ buttan.
‘method will try to

plesze go
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Copy and paste terms and conditions for use i the captive portal. HTML fags vall be stripped out

Authent!

Use an Authentication backend ¥

Select an Authentication Method 1o e for this zone. One method must be selected
Authentication backend" wil force the login page to be displayed and will authenticate tgers Lsing their login & and password, of Using w0
method will forc w»rwqus .oh»u,m«venb ] y clict mit” button.
S MAC Authentic

Lacal Database
3

You can add a remote uthentication server in the User Manager
Vouchers could also be used, please go 10 the Youchers Page to

Reauthenticate connected sers every minute

uthentication is enabled, are made to lhe server for each ser that is logged in every minute. If an access deniedt s receme
that Uset is disconnected from the caplive portal Immediately. Reauthentication requires user credentials 10 be cached in the captive
while 8 uset is fogged in; The cached credentials are n ry.for the portal to perform automatic reauthentication requesta:

T Enable HTTPS login

When enabled, ihe usemame and password will be transiiltted aver an HTTPS connection1a protct against
certificate must also be wewen below

’t‘\, LA
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vapsive ru iy auun

Enable Enable Captive Portal

Inviter |

A description may be entered here for administrative reference (not parsed).

WAN

Select the interface(s) to enable for captive portal.

Limits the niumber of concurrent connections to the captive portal HTTP(S) server, This does not sef how many. uwxm
portal, but rather how many connections a single IP can establish to the portal web server,

30 L]
Clients wiil be discannected after his amount of inactivity. They may fog in'again immediately, though. Leave this field bla
[ 23

Clients will be disconnected after this amount of time, regardless of activity. They may log in again immediately, motdk
hardtimeaut (not recommended unfess an idie timeout is set).




Settings Change Password Authentication Servers

USER

1 This user cannot login

invitel

6) Tests réalisés
e Connectivité : depuis un client WiFi, ping 10.20.15.1 OK, Internet OK.
o DNS : résolutions non fonctionnelles via pfSense, overrides.

o Portail captif : non déclenché.
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Sources et références

o Documentation officielle pfSense -
https://docs.netgate.com/pfsense/en/latest/

¢ Guide d’installation pfSense -
https://www.youtube.com/watch?v=04LHO5hYCxQ

e Captive Portal pfSense -
https://docs.netgate.com/pfsense/en/latest/services/captiveportal.html

o Configuration borne WiFi - Documentation officielle Netgear :

e Notes de cours & consignes du TP.



o ChatGPT.



